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1. Message from Chairperson, CSC

As technology continues to advance at an unprecedented pace, it is imperative for institutions
like NIT Srinagar to stay ahead by ensuring our digital infrastructure is secure, inclusive, and
future-ready. This Comprehensive IT & Network Policy 2025 has been crafted to serve as a
guiding document for all users and stakeholders across the Institute.

Our objective is to maintain a highly secure, reliable, and robust IT environment that fosters
academic excellence, research innovation, and administrative efficiency. | encourage all users
to go through this policy carefully and adhere to the practices defined herein.

Let us commit to responsible and ethical use of technology as we move toward digital excellence.
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Dr. Farida Khursheed
Chairperson, CSC
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2. Purpose

To provide a clear framework for secure, efficient, and responsible use of IT a clear framework for secure,

efficient, and responsible use of IT infrastructure and services at NIT Srinagar, supporting academic,
research, and administrative activities.

3. Scope

This policy applies to all users of the IT infrastructure, including faculty, staff, students, guests, visiting
scholars, and contractors.

4. Roles and Responsibilities

4.1 Computer Services Centre (CSC): Central authority for network planning,

implementation, monitoring, cybersecurity, email services, institutional web content,
and digital infrastructure oversight.

4.2 Department Coordinators: Oversee IT compliance within their respective departments
and act as liaisons to CSC.

5. IT Infrastructure Overview

5.1 NIT Srinagar has a centralized network infrastructure with a structured VLAN
segmentation.

5.2 All user access will be authenticated and logged centrally.

6. DHCP Servers

The CSC provides DHCP service in all VLANs of NIT Srinagar to enable automatic IP configuration.

Installation of unauthorized DHCP servers is strictly prohibited as they interfere with network stability
and user access.

7. Wi-Fi Routers and Access Points
In compliance with GOI regulations:

7.1 Installation of unprotected Wi-Fi routers is strictly prohibited.
7.2 Wi-Fi routers in academic areas require CSC's explicit approval.
7.3 All users must use the authorized NITS_WIFI SSIDs.

7.4 WPA2-PSK is mandatory for private networks.

8. User Responsibilities

8.1 Use IT services for academic, administrative, and research purposes only.
8.2 Protect your password and never share institutional credentials.

8.3 Report phishing or suspicious activity to the CSC team immediately.
8.4 Abide by Indian IT laws and institutional policies.

9. Network Usage Policy

9.1 No user shall engage in hacking, VPN tunneling, or the use of anonymizers.
9.2 Torrenting, streaming, and gaming are banned on academic VLANSs.
9.3 Users shall not act as proxy forwarders or share access externally.



10.

11.

12.

13.

14.

Access Control and Security

10.1 All access is monitored and requires institutional login credentials.
10.2 Two-factor authentication is strongly recommended.
10.3 Unauthorized installations and bypass of firewall rules are prohibited.

Email Usage Policy

11.1 Institutional email is for academic and official use only.

11.2 Email account requests follow category-specific procedures:
o Faculty/Staff: 100 GB
o Ph.D.: 50 GB
o PG Students: 30 GB
o UG Students: 20 GB

11.3 Email naming, forwarding, retention, and event accounts follow the full NIT Email Usage Policy.

11.4 Student email accounts (Undergraduate, Postgraduate, and Ph.D.) shall remain active until the
completion of their academic program. Following completion, undergraduate student accounts will
remain valid for up to three months, while postgraduate and Ph.D student accounts will remain valid
for up to six months. After the respective retention period, the accounts will be disabled.

11.5 Institute email IDs for contractual faculty members shall be created only upon
recommendation via official email from the concerned Head of Department (HoD), with contractual
nomenclature. The email ID shall be retained for a period of one (1) month after the end of the
contractual engagement.

11.6 Faculty members who superannuate from NIT Srinagar shall retain access to their institutional email
accounts for a period of ten (10) years from the date of superannuation. Non-faculty staff members
shall retain access for a period of three (3) years from the date of superannuation. After the
respective periods, the accounts will be deactivated unless an extension is specifically approved by
the competent authority.

11.7 In cases where a faculty member resigns from NIT Srinagar but continues to supervise research
scholars registered under their guidance. The institutional email account shall remain active until
the research work of the concerned students is completed, subject to recommendation by the
concerned Head of Department and approval by the competent authority.

Bandwidth Management and QoS

12.1 Bandwidth shaping ensures priority to teaching, research, and critical services.
12.2 QoS enforcement prevents bandwidth abuse in hostels and non-core areas.
12.3 CSC may restrict repeat violators.

Data Center & OFC Policy

13.1 OFC layout is documented and inspected annually.
13.2 Virtual machines are allocated to scholars upon departmental request.
13.3 Only authorized staff may enter data center zones.

Software & Hardware Procurement
14.1 Pirated or unsupported software is strictly prohibited.
14.2 All purchases pertaining to CSC must align with CSC compatibility standards.
14.3 Department requests must be routed through CSC.



15. Departmental and Hostel Connectivity

15.1 Each hostel room and department receives a VLAN-segmented LAN.
15.2 QoS shaping on all non-academic connections.
15.3 Upgrades proposed via CSC IT Committee.

16. Website and Domain Policy

16.1 Each department nominates a Web Coordinator.
16.2 All content updates and new sections go through the CSC Web Team.
16.3 External hosting or redirecting from the institute's domain is prohibited.

17. Monitoring and Compliance

17.1 All traffic is logged and reviewed by authorized personnel.
17.2 Periodic audits and automatic alerts help enforce compliance.
17.3 Breach of policy may lead to access suspension or further action.

18. Disaster Recovery and Redundancy

18.1 Daily incremental and weekly full backups for core services.
18.2 Failover mechanisms and periodic DR drills are enforced.

18.3 Helpdesk and Support

18.3.1 All users are required to report network, email, or access issues to CSC using
the designated helpdesk channel.

18.3.2 A minimum Service Level Agreement (SLA) of 48 hours is defined for CSC to
respond to support requests.

18.3.3 Departments and individuals must plan and raise requests in advance, where
possible.

19. Approval for CBT Exams

Any external computer-based examination or assessment conducted within the premises of NIT
Srinagar must be held only after prior written approval from the Chairperson, Computer Services
Centre (CSC). This is to ensure proper coordination, resource planning, cybersecurity compliance, and
to avoid disruption of existing academic or administrative services.

20. Policy Review and Amendments

This policy shall be reviewed annually or upon major technological or legal developments. All updates
are issued officially.

This Policy has been approved by the Senate under Sr. No. 11, Item No. Senate 36/11, and Resolution No. 11/36 in
the 36th Meeting of the Senate.
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Dr. Farida Khursheed
Chairperson, CSC, NIT Srinagar
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